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A New Neural Network-Based Intrusion 
Detection System for Detecting Malicious 
Nodes in WSNs 

 
 
 
 

 

Abstract: The Wireless Sensor Networks (WSNs) are vulnerable to numerous security hazards that 

could affect the entire network performance, which could lead to catastrophic problems such as a 

denial of service attacks (DoS). The WSNs cannot protect these types of attacks by key management 

protocols, authentication protocols, and protected routing. A solution to this issue is the intrusion 

detection system (IDS). It evaluates the network with adequate data obtained and detects the sensor 

node(s) abnormal behavior. For this work, it is proposed to use the intrusion detection system (IDS), 

which recognizes automated attacks by WSNs. This IDS uses an improved LEACH protocol cluster-

based architecture designed to reduce the energy consumption of the sensor nodes. In combination 

with the Multilayer Perceptron Neural Network, which includes the Feed Forward Neutral Network 

(FFNN) and the Backpropagation Neural Network (BPNN), IDS is based on fuzzy rule-set anomaly 

and abuse detection based learning methods based on the fugitive logic sensor to monitor hello, 

wormhole and SYBIL attacks. 

Keywords: Magnetic Resonance Imaging, Brain tumor, and Deep Belief Network. 

 

 

 

I. INTRODUCTION 

ireless sensor networks (WSNs) are 
current technology, and researchers 
have attracted a lot of attention. 
Usually, the low power and low-cost 
environment of the WSN includes a 
large number of sensors that are 
arbitrarily distributed or reassigned 

manually over the target location. Due to its 
potential features and applications such as 
healthcare, monitoring, domestic uses, 
surveying systems, and disaster management 
[1], wireless sensor networks are becoming a 
powerful and familiar technology. There are 
poor communication, calculation, and energy 
capacities for wireless sensor nodes. Broadcast 
messages are a useful and essential prototype in 
wireless sensor networks, which permit multiple 
users to efficiently combine and distribute 
Message Packages across their network to obtain 
their data of interest. Figure 1 shows an example 
diagram for WSN [2]. 

 
Figure 1. An example of Cluster-based WSN 

architecture. 

Data can be transmitted over long distances via 
intermediate nodes as WSNs are susceptible to 
both internal and external outbreaks. More 
generally, due to their resource-restricted 
nature [3], they cannot deal with a hard attacker. 
In this situation, it is necessary to protect the 
system from the attackers by a secondary stage 
of protection, called the intrusion detection 
system (IDS). Efficient IDS [4] can identify the 
extensive attack technologies employed by the 
attackers. 

Unfortunately, most sensor networks can be 
highly susceptible to attack due to WSN 
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features, and antagonists can probably create 
network traffic that can also cause a massive 
drop of packets or change the original message 
content of packets [5]. To ensure secure 
communication between nodes, authentication 
strategies are incorporated on the network. In 
WSNs, the safe transmission of data between 
nodes is significant. 

In this work, IDS uses a multilayer neural 
perceptron system to detect the anomaly and to 
detect a misuse based upon the fuzzy rules. Also, 
the feed forward neural network is used to 
integrate the results of the detection and to 
signify the various kinds of attackers (similar to 
Sybil, the wormhole attack, and the hello flood 
attack). 

Data transmission in longer distances can be 
performed through intermediate nodes since 
WSNs are vulnerable to internal and external 
outbreaks. Most commonly, they cannot handle 
a fierce attacker owing to their resource-
restricted nature [3]. In this condition, a 
secondary stage of defence mostly called the 
Intrusion Detection System (IDS), is needed to 
protect the system from the attackers. The vast 
attacking techniques developed by the attackers 
can be detected by making use of efficient IDS 
[4].  

Unfortunately, the majority of the sensor 
networks are susceptible to attacks because of 
WSN characteristics, and antagonists can create 
network traffic, which can also cause massive 
packet drop during the broadcasting of the 
packets or change the original content of the 
message in the packets [5]. Thus, authentication 
strategies are implemented in the network to 
ensure secure communication between the 
nodes. In WSNs, it is essential to carry out 
secure data transmission between the nodes. 

In this work, IDS uses anomaly detection and 
misuse detection based on fuzzy rule sets along 
with the Multilayer Perceptron Neural Network. 
The Feed Forward Neural Network, along with 
the Backpropagation Neural Network, is utilized 
to integrate the detection results and indicate 
the different types of attackers (i.e., Sybil attack, 
wormhole attack, and hello flood attack).  

The rest of the paper is organized as follows. 
Section 2 deals with the related work on IDS 
methods in WSN. Section 3 describes the 
methods proposed for defining the MRI brain 
tumor classification with DBN. Section 4 
discusses the experimental findings. Section 5 
includes the conclusion and prospective work. 

II. RELATED WORK 

 For the securement of wireless sensor 
networks in routing attacks, a new intrusion 
detection framework is proposed in [6]. The 
proposed method focuses on the neighboring 
nodes in a distributed environment to identify 
intrusions. 

A lightweight, energy-efficient system proposed 
in [7] that uses mobile agents for metrically 
detecting intrusions based on sensor nodes 
energy consumption. To predict energy 
consumption, a linear regression model is 
applied. 

An IDS framework is inspired by the HIV system 
that can be used in the network of wireless 
sensors [8]. The Dendritic cell algorithm uses an 
improved decentralized, and personalized 
version enables nodes to monitor their area and 
work together to identify an intrusive. 

A WSN intrusion-detection system based on the 
number of active, successful deliveries is being 
proposed to trust-based adaptive tracking 
acknowledgment (TRAACK) and the Kalman 
filter to anticipate node trust in [9]. A novel trust 
management scheme based on the theory of 
Dempster – Shafer evidence for malicious node 
detection is proposed to deal with the situation 
of the quantification and uncertainty of trust 
[10]. 

In [11], the trust system for physical sensor 
networks (WSNs) on the physical layer has been 
proposed for intrusion detection based on 
physical layouts (PL-IDS). In [12], the WSNs 
propose a game theory-based multi-level 
detection frame. A mixture of specification rules 
and a lightweight anomaly detection module 
based on the neural network is applied to the 
proposed framework for identifying malicious 
sensor nodes. Calculation and energy-intensive, 
which negatively impact on the overall lifetime 
of the WSNs, are the most current frameworks 
for the intruder detection of wireless sensor 
networks (WSNs). This work consequently 
proposes IDS for neural network detection of 
different attacks in WSN. 

III. PROPOSED METHODOLOGY 

 The work being proposed is intended to 
detect hello flooding, wormhole, and Sybil 
attacks in the WSN with the IDS. To recognize 
attackers of different types, use an enhanced 
LEACH protocol (with fuzzy rules). For the 
detection of these attacks, IDS benefits from 
both anomaly detection and misuse detection 
models. A higher detection rate and a low 
positive rate may be achieved with the proposed 
IDS. In the meantime, MPNN's machine-
learning strategy can discover, which included 
new instances practically by enduring unknown 
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attacks.  The architecture diagram of IDS using 
MPNN is shown in Figure 1. 

 
Figure 2. The architecture diagram of IDS using MPNN. 

3.1. KDD Dataset Description  

 The cup KDD-99 is the most common dataset 
for algorithm training. It is the DARPA-98 dataset 
sub-set. Dataset KDD-99 is a multiform dataset. 
There are 4.8 million cases in this dataset. 
Categorical and integer characteristics of attributes 
are used in the dataset, and it has 42 features [12].  

3.2. Multilayer Perceptron Neural Network 

(MPNN) 

 The model MPNN is divided into FFNN and 
BPNN and is used to estimate the accuracy of the 
detection of the three different attackers. Because of 
the development of advanced technology, attackers 
improve with each day, and thus there is a great 
need for the improvement of existing IDS and 
system capacity. The IDS is an advanced intelligent 
detection system to overcome such problems. The 
mechanism for the machine learning mechanism 
can identify and learn new types of attacks. 
However, the data packets cannot be correctly 
sorted by an unknown assault by the detection 
model. Even farther, such data packets would also 
be transferred to the MPNN so that the detection 
system can understand and introduce the new type 
of attack detection system. Figure 2 provides the 
suggested MPNN methodology with fuzzy IDS in 
the WSN. 

This is where the MPNN is going to develop the 
FFNN and BPNN IDS mechanism since these 
neutral networks could maintain the stability of the 
system with a considerable number of data and can 
listen to various types of attackers. FFNN would, 
however, make headway with detection and 
simultaneously estimate the new types of attack. 
The proposed BPNN will use the MPNN supervised 

learning mechanism to cluster unknown attacks 
that incorporate an input layer, a hidden layer, and 
an output layer. In the detection of excesses, a 
scheme cannot detect accurate data packet attacks 
since the layer, and the input nodes of data packets 
are selected by using the features selected. In the 
beginning, the stage is the number of output nodes. 
Therefore, the proposed fuzzy-based MPNN would 
be used to create different kinds of clusters. Thus, 
the results of the output nodes are improved when 
each output node sets a new type of detection 
method. An artificially supervised learning 
mechanism will be used to estimate the 
corresponding points for each output result in every 
data package of unknown attackers. The results of 
the output node will later be detected to determine 
the value of the output node. 

When this value is higher than the alert value, then 
the packets inserted correspond to the output node; 
therefore, it is cluster-referred, and MPNN must 
simply modify the weights. However, if the 
respective output node value is much less than the 
warning value, the data packet is not the same as the 
connected weight. It therefore does not match this 
cluster. This data packet is not the same in the same 
way. The next winning node results must be found 
to see whether the alertness test can pass or else it 
will introduce a unique output node that will 
identify a new attack. 

In addition, the sample data through the 
experimental simulation will be examined to obtain 
the true vigilance value. The information about a 
cluster is contained in the MPNN of the misuse 
detection scheme to include fresh detection classes, 
whereas the cluster-member values acquire the 
defined threshold.  

Input KDD dataset

clustered based wireless sensor

network

Cluster based message 
transmission through LEACH

MPNN with fuzzy based IDS for 
WSN

The attck detction rseults with its 
types
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Figure 2. The proposed methodology of MPNN with fuzzy based IDS in WSN. 

Fuzzy Rules Set Based Multilayer 
Perceptron Neural Network: The data are 
trained using supervised FFNN classifier by 
applying the n hidden nodes from the specified 
dataset of labelled examples, a dataset of unlabelled 
examples, and a test dataset. In order to get the final 
output as the sigmoid activation algorithm, the 
hidden node is implemented with BPNN supervised 
classification. Then, as membership vector MV is 
achieved on each unlabeled sample by analysing US 
application of MPNN supervised learning system, 
the membership vector of each unlabeled US 
sample generated during this process is further 
applied by using equation (1) to obtain the fuzziness 
F(MV): 

𝐹 (𝑀𝑉)  =  −
1

𝑛
 ∑ (μi log μi + (1 − μi) log(1 −𝑛

𝑖=1

μi)) ∗ 𝑒𝑟𝑖      (1) 
𝑒𝑟𝑖 = 𝑑𝑜𝑖 − 𝑎𝑜𝑖    (2) 

where 𝑀𝑉 =  {𝜇1, 𝜇2, . . . , 𝜇𝑛} is a fuzzy set and the 𝑒𝑟𝑖  

is the error rate, 𝑑𝑜𝑖 signifies the desired output and 

𝑎𝑜𝑖 denotes the actual output which resulted from 

the MPNN. Furthermore, the Fuzziness value is 
categorized into three distinct groups: low, high, 
and medium.  Samples that indicate high fuzziness 
and low fuzziness classes are collected, and these 
classes are additionally included with training darta 
to get a revised dataset labeled as new training data 
to train the FFNN and check it with BPNN. 

3.3. Fuzzy with MPNN Based IDS Model for 

malicious node detection 

  Methods of anomaly detection and misuse 
detection use many methodologies of well-
established behaviors of attack, therefore build the 
latest strategy to resolve or protect against these 
behaviors of attacks [13]. Most intrusion detection 
techniques promise through the training data to 
detect the attacks, but they fail uncertainly. The 
proposed analysis is based on MPNN, consisting of 

FFNN along with BPNN, and is implemented in this 
study to have the highest detection rate in the 
supervised approach to learning. The proposed 
approach showed figures outside of the traditional 
relationship between variables of input and output, 
so this fits the traditional mass. For achieve the 
greatest accuracy, it will minimize the error rate that 
exists in the code. Researchers therefore suggested 
fuzzy-based FFNN and BPNN to achieve the highest 
degree of accuracy in the detection of attacks by 
massive training for clustered AHIDS. 
After the integration of the training data into the 
BPNN, can compare the actual performance results 
via the FFNN process. The error and rectification 
value of both hidden and output layers is 
determined by the back propagation process in the 
MPNN. To change the biases and weights of the 
networks, this length is called the epoch when all the 
training data have been used. The training data will 
be constantly discovered and periodically arranged 
with the aid of the epochs, the weights according to 
the layers, unless the output layer value is the same 
as the target value and then the training data is 
completed. Full irregular packets are then detected 
by the anomaly detection system, and then 
forwarded to the system for misuse for further 
verification. 
Next, add the pre-processing step to cover up the 
irregular packets into a binary value, and then 
forward the binary value to the output value 
calculation scheme for misuse detection. 
Eventually, to get the best integration, the product 
of the detection value is provided to the fuzzy 
module with MPNN model. The fuzzy module is 
used to allow the best decision taking to classify the 
attackers and their different forms of attack by 
combining anomaly detection scheme and detection 
module for misuse. Through applying the rules to 
combine the outputs of the two detection schemes, 
the fuzzy rule-based method is used to support the 
decision-making model, and the main benefit of this 

Input 

KDD 

dataset 

Pre-processing MPNN Fuzziness rules set 

Attack 

detection 
Fuzzification 

classification 

Low 

High 

Medium 
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study is to obtain fast and reliable results. 
Tabulation gives the fuzzy dependent rules. This 
mechanism operates using a fuzzy logic controller; 
first, the input parameters (FPNN) are assigned to 
the Fuzzy Inference Method (FIS) in the 
fuzzification process. The FIS performs on the basis 
of the Fuzzy membership (triangular) and the Fuzzy 
rule that is applied to the input parameters to 
determine the correct fuzziness to identify the 
concentrations of attackers.  Therefore, in FIS, these 
parameters are analyzed which checks the fuzzy 
rules and functions to produce the results to 
defuzzify where the output parameters are extracted 
as low (Sybil attack), mild (wormhole attack), and 
high (hello flooding attack). 

IV. EXPERIMENTAL RESULTS AND 
DISCUSSION 

 The performance of the proposed MPNN with 
fuzzy is evaluated in this section, and the 
performance results are compared with existing 

TRAACK [9], PL-IDS [11] and lightweight 
neural network [12] schemes. The performance 
measurement is done in terms of precision, f-
measurement, recall, accuracy and attacker 
detecetion rate. Here estimate the different types of 
attackers such as hello flooding, wormhole, and 
Sybil attacks. 

Precision: It reflects the proportion of positive 
samples correctly classified as expected in equation 
(3): 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝐹𝑃+𝑇𝑃
   (3) 

Recall: The recall of a classifier reflects the positive 
samples properly assigned to the total number of 
positive samples and is calculated as in equation 
(4): 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
    (4) 

F-measure: this is also referred to as F 1-score, 
and as in equation (5) is the harmonic mean of 
precision and recall: 

𝐹 − 𝑚𝑒𝑎𝑠𝑢𝑟𝑒 =
2∗(𝑅𝑒𝑐𝑎𝑙𝑙 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛)

(𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛)
 (5) 

Accuracy: This is one of the most frequently used 
performance classification measures and is defined 
as a ratio between the correctly classified samples 
and the total number of samples as in equation (6): 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
   (6) 

Attacker detection rate: It is calculated using 
equation (7)  

Attacker detection rate = ∑
𝑇𝑃𝑖

𝑇𝑃𝑖+𝐹𝑁𝑖

𝑐
𝑖=2 . (7) 

Where, 𝑐 is the number of classes, true positive (𝑇𝑃𝑖) 

samples are properly classified as no attacker of the 

𝑖th class, false positive (FP) samples are incorrectly 
classified as attacker, True negative (TN) samples 
are properly classified as attacker, and false 
negatives (𝐹𝑁𝑖) are incorrectly classified as attacker 

of the 𝑖th class. 

4.1. Precision Rate comparison 

 

Figure 3. Representation of Precision Comparison 

From the above Figure 4, the graph shows how 
accurate the number of images in the specified 
datasets is compared. These methods are 
implemented TRAACK, PL-IDS, lightweight neural 
network and MPNN with fuzzy. When the number 
of records increases according to the precision 
value, from this graph, it is learned that the 
proposed MPNN with fuzzy offers 92% higher 
precision than previous methods that yield better 
results in the classification of attackers. The 
numerical results of Precision Comparison is shown 
in Table 1. 

Table 1. The numerical results of Precision Comparison 

Number 
of nodes 

TRAACK 
PL-
IDS 

lightweight 
neural 

network 

MPNN 
with 
fuzzy 

10 74 78 80 82 

20 76 80 82 85 

30 78 85 86 89 

40 82 87 89 91 

50 85 89 91 92 

4.2. Recall comparison 

From the above Figure 5, the graph illustrates the 

recall relation for the number of images in the listed 

datasets. These methods are implemented as 

TRAACK, PL-IDS, lightweight neural network and 

MPNN with fuzzy.  Increasing the number of images 

often increases the correct value for the recall. 

Through this graph, it is discovered that the current 

MPNN with fuzzy offers recall 95% higher than 

previous methods. 
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Figure 4. Representation of Recall Comparison 

The explanation for this is that the MPNN with fuzzy 
classifies the fuzziness, which will enhance the 
detection and classification of attackers in WSN. 
The numerical results of Recall Comparison is 
shown in Table 2. 

Table 2. The numerical results of Recall Comparison 

Number 
of nodes 

TRAACK 
PL-
IDS 

lightweight 
neural 

network 

MPNN 
with 
fuzzy 

10 85 86 87 89 

20 87 88 89 90 

30 89 89 90 91 

40 90 90 91 92 

50 91 92 93 95 

4.3. F-measure Rate comparison 

 

Figure 5. Representation of F-measure Comparison 

From the above Figure 6, the graph explains the f-
measure relation for the number of images in the 
given datasets. These methods are implemented as 
TRAACK, PL-IDS, lightweight neural network and 
MPNN with fuzzy. When the number of data is 
increased, and the f-measure value is increased 
accordingly. From this graph it is learned that the 
proposed MPNN with fuzzy offers 95% higher f-

measurement than previous methods. Therefore the 
proposed MPNN with fuzzy algorithm is stronger 
than the current algorithms in terms of better 
performance of classifying attackers in WSN. The 
numerical results of F-measure Comparison is 
shown in Table 3. 

 

Table 3. The numerical results of F-measure Comparison 

Number 
of nodes 

TRAACK 
PL-
IDS 

lightweight 
neural 

network 

MPNN 
with 
fuzzy 

10 85 89 90 91 

20 87 90 91 92 

30 89 91 92 93 

40 90 92 93 94 

50 91 93 94 95 

4.4. Accuracy comparison 

 

Figure 6. Representation of Accuracy Comparison 

From the above Figure 7, the diagram illustrates the 
processing time relation for the number of images 
in the specified datasets. These methods are 
implemented as TRAACK, PL-IDS, lightweight 
neural network and MPNN with fuzzy.  

From the graph, it is known that the proposed 
MPNN with fuzzy algorithm is higher than the 
existing algorithms with a high precision rate of 
95% in terms of better attacking results. This is due 
to the fuzzy based extraction of the fuzziness in the 
MPNN algorithm, which increases the attacker 
classification results. The numerical results of 
Accuracy Comparison is shown in Table 4. 
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Table 4. The numerical results of Accuracy Comparison 

Number 
of nodes 

TRAACK 
PL-
IDS 

lightweight 
neural 

network 

MPNN 
with 
fuzzy 

10 85 89 90 91 

20 87 90 91 92 

30 89 91 92 93 

40 90 92 93 94 

50 91 93 94 95 

4.5. Attacker detection rate comparison 

 

Figure 7. Representation of Attacker detection rate 
Comparison 

From the above Figure 7, the diagram illustrates the 
processing time relation for the number of images 
in the specified datasets. These methods are 
implemented as TRAACK, PL-IDS, lightweight 
neural network and MPNN with fuzzy. From this 
graph, it is known that the proposed MPNN with 
fuzzy algorithm is higher than the existing 
algorithms with a high precision rate of 97% in 
terms of better attacker classification results. The 
numerical results of Accuracy Comparison is shown 
in Table 5. 

Table 5. The numerical results of Attacker detection rate 
Comparison 

Number 
of nodes 

TRAACK 
PL-
IDS 

lightweight 
neural 

network 

MPNN 
with 
fuzzy 

10 85 89 91 92 

20 87 91 92 93 

30 89 92 93 94 

40 90 93 94 96 

50 91 94 95 97 

V. CONCLUSION AND FUTURE 
WORK 

In this work, an IDS against hello flooding, 
wormholes and Sybil attacks in wireless sensor 

networks is suggested for wireless sensor networks 
that are using both anomaly detection and misuse 
detection to block malicious This system utilizes a 
Multilayer Perceptron Neural Network based on a 
fuzzy logic mechanism with a high detection rate 
and a low false positive rate. The detection 
mechanism is included in LEACH protocol for 
cluster-based topology to minimize transmission 
costs and energy usage, leading to an improvement 
in network life. The simulation results demonstrate 
that a proposed MPNN is able to produce high real-
life positives and low false positives. This is 
accomplished with a fuzzy algorithm. In order to 
evaluate the performance of the proposed research 
and also encourage biological methods to be 
integrated into classification algorithms, further 
analyses are required in the future on this subject. 
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